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The Agenda - Our Training Data For This Talk
● Gratitudes
● whoami
● Snow what?
● Inspiration and Intent

● First Hunts (shell scripted)
● Faster Hunts (with go)
● Campaign Hunt Demo

● What Next?



Gratitudes - Quick Token of Appreciation

Food & Drinks
      Station Austin

Attendees



Whoami - John Van Lowe = JVL
● acba.coop - board member, 

advisor, chair for housing 
committee

● bokbot.org - automated 
chicken coop efforts

● festivalbeach.org - Food 
Forest on city property

● keepaustinfed.org - Moving 
millions of pounds of food

● webhosting.coop - applying 
the consumer coop ownership 
model to digital services

● Prior NASA JSC MCC FC, USAF F-16 Crew Chief, Micron, Codero…

http://acba.coop
http://bokbot.org
http://festivalbeach.org
http://keepaustinfed.org
http://webhosting.coop


Snow What? Definition and Risks

Snow Shoe Spamming “a practice that 
spammers use to send from many IP 
addresses and domains to avoid being 
caught by spam filters.”

Why does this matter? Your network 
reputation dictates the success of 
businesses that depend on deliverability.

I2C init Sept 2012 - I2Coalition via https://i2coalition.com/
SHA init Feb 2025- Secure Hosting Alliance via https://hostingsecurity.net/

https://i2coalition.com/
https://hostingsecurity.net/


Inspiration and Intent

What inspired this talk? 

Jan 2025 ATX GoLang Meet 
(chromium), 

VetSec.org discussions 
(support group for veterans 
working toward a career in 
cyber security), 

“The 2016 Support Call”.

http://vetsec.org


THE SUPPORT CALL - With the headers

● It was our box

● It was a stateside address

● It had no abuse history

● It had custom PTR records

● It had a deliberate Forward and Reverse DNS Match ***

● It was a name match on ROKSO via SPAMHAUS



THE ABUSE REVIEW - responsible spammers profile

● All servers with ipv4 and 
PTR support

● CentOS (and then Almalinux)

● SSH port would close after 
setup and typical mail and 
web ports would be exposed

● Extensive local /etc/host files (avoid passive DNS monitoring)

● Declared A record, CNAME, and MX records for well know 
destinations (hotmail, yahoo, gmail, aol). 



THE SUSPENSIONS - social engineering

● “We fixed it” and “Our client sent spam 
we have talked to them and also installed 
spam filter”

● NEVER a name on the signature of the 
request

● Burn account, last cancel server mail 
blasting after end date set

● Sales / RFQ emails occasionally forget to 
remove the comments saying do not 
contact specific providers (liquid web / 
colo crossing)

● Pivot to Ukraine (name, MA IP)

● Illinois drivers licenses, Moroccan IP first 
SSH login with root creds

● Intermittent DC Signups (billing origin AS)

● Addresses for UPS stores and fast food 
chain locations

● Whitelisted C&C infra in Vegas
○ Blacklisted on edges - obvious in traceroute
○ Added switch ACLs, in troubleshooting they 

pivoted to…

● C&C box on another client ID (4 boxes on 
our AS, the rest at SoftLayer, etc)



THE BIGGER PICTURE - how big is this op?

● Top notch infra monitoring

● Alerts for ICMP and service state

● Estimated 100 boxes globally.

● Realized it was just a single campaign on a single domain

● Spamhaus takes down ROKSO publicly. No longer ToS relevant.

● Looking for ways to prove ring association without upstream list



FIRST HUNTS - bash scripting

● A campaign is matched with abbreviation kss.
● The hostnames in the campaign are numerically incremented in order over time. In 

the campaign servers like kss100 were purchased in 2017, kss1000 hosts were 
deployed in 2019.

● Shell scripts used to resolve IPs from hostnames, determine if they were alive with 
ICMP, see if port 25 was open, and lookup the PTR records. 

Result: Effective but time consuming as 
the events were sequential.
Each portion ICMP, TCP socket connect, 
etc had another timeout to wait for.



Faster Hunts - Go tooling! hunt1.go

● Jan 27 flip into golang with help of gemini
● Check A record, PTR, SMTP, latency
● First revision to declare IPs to ignore

○ Wildcard responses from resolvers
○ Indicates Dead Hostname if IP Match



Faster Hunts - a few iterations ahead, hunt4.go

● Playing with formatting, 
reporting if SMTP is up

● Skipping ICMP and jumping 
straight to SMTP

○ Avoid worrying about 
user being able to send 
ICMP

○ One less Response to 
time out

● If it provides a banner the 
host is alive



Faster Hunts - show me both IPs, hunt5.go

● Showing both the 
resolved IP and PTR 
IP

● The match is the single 
most important metric 
many providers use to 
determine if your mail 
should be delivered

● It is impossible to have 
a match without 
deliberate actions in 
both zones



Faster Hunts - PTR + banner match, hunt6.go

● Showing the SMTP 
banner with the PTR 
records

● The banner is set in 
the MTA config on 
the host, the PTR is 
set at the provider via 
whatever means they 
are exposing records 
to clients (WHMCS, 
ubersmith, netbox, 
etc)



Faster Hunts - console + CSV output, hunt10.go

● Use the data in other 
places from 
scan_results.csv

● Easy to have 
additional utilities 
take the output as 
separate process

● Skip having 
screenshot logic in 
same routine



Faster Hunts - Evidence via screenshots.go

● Reading in  
scan_results.csv

● Creates screenshot 
of fake unsubscribe 
pages loading for 
vhost entry matching 
the PTR FQDN

● Import chromedp
● Locked up laptop



Faster Hunts - Evidence via screenshots200.go

● Creating worker 
queue to process five 
at a time

● Ensuring FQDN, IP, 
and timestamp are in 
the file name

● Previously a manual 
task when 
suspending a box

● Ensuring proper 
resolution for 
WindowSize



Faster Hunts - IP to ASN Mapping

● Using geoip2-golang
● Public Max Mind ASN .mmdb from 

github
● Combined with ips.csv reports ASN
● Sorts and shows count per provider



Campaign Hunt Demo - css*

● Run a hostname 
block scan to .csv

● Screenshot records
● All are either blank 

404 not found page 
or content with a fake 
unsubscribe page

● The submit button 
changes the dom to 
say thanks for unsub 
but never posts



Campaign Hunt Demo - Hunt + Screenshots live

● Resolvers willing…
○ Enumerate 10000 records 

from css campaign
● Gather screenshot 

evidence
● Review ASN Data
● Discuss



Next Steps?

● Convert all inputs into command line flags or pull from 
environment variables

● Handle Context deadline exceeded
● Handle ERR_NAME_NOT_RESOLVED

● Clean up this presentation and present to the SHA
● Create a reporting mechanism to send notifications to 

appropriate hosts. 
● Determine who will care if I don’t have headers?
● Discuss further on Gopher Slack!? 


